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SUBJECT: The Probebility of Losal T n‘aerference with the Production
and Lovement of Certain Strategic Batarinla :!.n the Evenu
of Har 'bafora 1954

1. The attache& ostinates (Enclommes "&" through “I") relai:e only
- %0 the probability of local inisrference, by Comiuniasts or others (such
. ap disaffected nationalists in colonial areas) s vith the production and
_ movement of the strategle nstorials indicated in each casey in tho event
g 'vbof war beixwean "t.ha T and the USSR hafm 1954. - S

. 2 Slgmficant umfemme is definad ag at least. 15 percent ra-
- dustion in availabili'by over 8 parmd of at loast one month

3o The order oi' the Enclosures i as follows.

A, Geneml ctmsluerationa (p. 1).
; Bo G&nada (po 3)0 _
Mexioo (pe 4). B
o mcm'bwan (po 5)0 ;

b. IEXTCO: anﬁmcny, cadmima', eopper, fluoe:spar, Qeaphita, |
_ IEAD, manganees,. mncm, nﬂ.ea, pstroletm, sino e --_,_ o

' 9_.-‘ GUBAz 'MOLASSES end sugar, chromi‘he, niokel cxiae. :

Hotos This mamoz'andm has no'b Beon coordinatea with tha inwlligeme
organizations of the Depsriments of State, Amy, Navy, and the
A.i& Fomeq- \f ‘ : .
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VEIEZIELA: FETROIEUL -

EOUAD&: . BAISA, cocoa baans. :

PERU: lead, vevadium.

BOLIVIAs ARTIIONY, Iaad, TIN, wngs“aan.
CHIIE: GOPPER, CRWE. ICDII@, sodium mtra'ees, iron ore,

BRAZII.: BEBIL castw baans, coffee, emetine, $ron om,
mm, QUAR'IZ GMSTAI., siaa:l.. ,

ARGERTIHA: b@d’, hides, okina '
mmmz gmasa ml. '
summm talc_ -

'mn end msr mnsm.m mmumsn, mca, jute, tos. B
BUAMA, THATLAID, HALAYA: rubber, teak, tin,

-.nmomua palnm. oﬂ;ngspper, qm.nina and qums,d:ma, |

‘ petrolem,g rubber,



. i%s capabilities in’ this Tegard,

'naterials presents an inviting qpporbmity fo_"

. talcen as the point of depaz-:bﬁie of ommtry es

commmim'a principal weapon for the -@cemp.

ENCLOSURE WA"

GENERAL con'smﬁ:m'rmrss ’

1, The USSR through t.he appamtus of intemational Camnumsm,
has made and is mak:l.ng extensive preperations to interfere with the
production and movement of stratsgic materials required by the US.
In the ovent of war, the USSR must be expecte _‘i"mrb to the full

2, Absolute denial- of newly produced atrategic materials re=
quires Communist s¢izure of control over the means of production or -
export, as has occurred in China. Temporary or partial interfersnce,
of greater or less duration and magnitude, can be accomplished if

public disorder, work atoppages, alcmdcans, or sabotage are instigatedo -

30 Cozmminist capabilitiea in these reapecta very with local

. eircumstances not necessarily related to local Communist strength

or to the vulnerability of the industry conoamed._ It must be

‘recognized that disorders, strikes, and even sabotage affecting the

availability of strategic materiala can occur for strictly local reasons
without Communist instigation, and that a wartime demand for strategic'
cting the redress -

-that the USSR .
ch local dissatis~
Becausa any.

1n most, cases, =

labor :‘Ls L
‘of this mission,
Commmist penstration of organized labor has been ‘significantly -
selective, with concentration on mining, fuel and. ‘power, electrical
communications, overland t.ranaport, waterfront, and maritime workers®
unions, In many cases it will be found that the Commmists, lacking .
control of basic production, nevertheleas- control.: availnbllity through

ho control of or. daninant inﬂuenee in

‘thelr control of essential fuel and pmr, tranaportation, or pm't
facilities,




5o In addition to Commmiat capabilities for the local instiga=-
tion of disorder, work stoppage, or sabotage, account must Be taken
of the possibility of planned sabotage by trained Soviet agents -
~dntroduced from the outside on spscific mission, ‘This factor, although
relatively difficult to estimate, is especially important with reapect
to highly remmerative targets such as Venszuslan oil, Whatever the
socurity precautions in each case, the possibility of a successful and

severely dsmaging attack can never be entirely excluded,

6o The following estimates do not take into sccount the posgibility
of Soviet resort to clandsstine biological warfare ag a form of sabatoge,
on the supposition that Soviet capabilities in this regard will be
covered elsewhere, - This fom of attack, if feasible, could obviously - -
have a severs effect cn ths production and export of strategic materials,
directly in the case of animal and vegetable products, and indirectly -
in tems of its effect on human resourcsse . ‘ _ R




ENCLOSURE 3"




ENCLOSURE "C®




. . ENCLOSURE "D

THE CARIDBEAR

1. PEroducts des:.@atad. The',producta 1listed with v»r'esp6¢t to thie
_area ares..

- CUBA: MOLASSES and sugar, chromite, nickel ozd.de.
b, JAMATCA: bamte.
S. . HATTI: sgisal.

o

DOMINICAN -REPUBLIC: cocoa beans. |
" GENTRAL AMMRICA AND PANANAY ABACA balsa, mahogany

e

e

cowmn: petroleum, platmum.,
go_*‘: mmum PETROL. £, dianonds,

2, Guba, "he Communist Party, with a nucleus of 20,000 mﬂitants, o
has approximate‘ly 127,000 registered voters and exerts influence over about
IO0,000'ﬁorkars »- including many port and transport personnel and some sugar

ignificant int.erference through st.rikes . -

" . "'there would be ne signiticant interferé_ncea , ‘-:'

4 l Haiti. No slgnificant J.ntereforence 13 to be axpectedo

5. _ Domim.can Rapublic. Ho aigniflcant inte.\ ererence is to bs
: expected._. T v e
6. Gatral Amevice and Pa;iama.,» No ‘igigniﬁcant; .jl.ntérférenée is to.

~ be expected,




. ' ( y
\<<,.~’>

. 70 Colombias Communist influence has been important in the
. . Colombian oil workers® unicns, which in the past have conducted pro=
- longed strikes affecting petroleum production, processing, and transe
portation, The capabilities of those unions haveg decreased in the .
past few months, while the govarnment's ability to ecope with them
has increased markedly. Gonseqwsntly, although sporadic interference
is likely, no significant intereference with petroleum production and
movement is indicated. The same is true of platinumo '

8a Venezuala. Commumst inﬂuence is mportant in the labor
‘um.ons concerned with petroleum production ‘and transportat:.on, There
‘is serious danger of significant interference through strikes and
sabotage, . The targst, morsover, is one to attract {rained Soviet
saboteurs on specific mission. In the past, however, the Venezuelan
Government. has dealt firmly and effectively with labor disturbances in
_ " the industry., With its cooperation in: ‘carrying out projected security -
.. measures,.the danger ‘of serious sabotage caused only by local elements
| ean probably be. controlled. No s:g,nif:.cant interfemnce is 1ndicated
with respact to diamndse R -




. amd por‘k _uorlfers Peruvian production and

- infiltrated railroed, port, and electrical vorkers' unions,  lbreover,
 existing conditions are conducive to laboy uniest, The seowity forces, -

ENCLOSURE “EM

SOUTH AMERICA: WEST GOAST

1. Products dasigg ede The pw.oduof;a listed with respect to this
area ares ' ’ -
Ae ECUADOR: BALSA, cocoa beans.
" bho PERU: | Chinchona bavk, _.aad, mhogany, vanadimm
8o BOLIVIAs AIJTIHONY, lead, TIN, ttmgatsng
g. CHILE: COPPER, CRULE - IODIIIE, sedﬁm ni.trates,
' izon ore. -

m‘ Cm:mm:xis t8 control the irm'kant port mrkewa’ unionsn
_Security forces are neither effective nor reliable, Significant intea:«
ference thrcugh gtrikes and sabotage -13 to be expected.

- 3. EQ}ZB The Corrmmiat Perty, never stmng, ja. ou‘t;lawed and dige
-organized, :Commmnist influence exists, howsver, among: mine, railroad,
transpori;ation of lea.& and

e ._in‘iserferancevmst therefore be expec
- ::if‘-prolongedo Iloeuchinta?ferencei

e 4 Boliia. Commmntct influsmco i
em,atg. a_»Thez.-.mine and railroa& tm-

airfic . . 1
road_- operations are extrwe]y mﬂ.nerabls bo* ig
: --"ference i'.hrcugh atrikes and aabotage ia'_’-thwefore' posaible

5, A G‘nj.lle° The Cormminist Party, though outlaued, is estimtec‘i o hava _
45,000 members, It retaing conirol of the Federation of Minors and has ’

hovever, are vigilant and effective, Iio prolonged work stoppage is deemed
- 11kaly. Significant, thcmgh 1imited, in‘berference —¢hrough-eabotage ig. .
‘ probable, hauever., )




ENCLOSURL #F"

SOUTH AMERICA: EAST COAST

1, Products designated.- The products listed with respect to this
area ares o

a. TIE GUIANAS: BAUXITI:..» R
b. BRAZIL:\ o BLRII castor oil; cocoa beana, coffee, diamonds
: , emetlne, iron ore, MANGAN!:.&L, PICA, monazite,
plat.:.nw'x, QUARTZ’ CRYSTAI., sisa.l, tantalum.
¢. URUGUAT: grease woox }u.das, and ak:!.na,,

_c_l‘_.v ARGE?ITI}IA‘: beef, corundu.m, hldes and skins, quebracho .
o ‘ extract, tungatan, graaee wool, tung 011

2, The Guianas. No smniflcant mterference is :mdicaued,

3. Braml The Communist. Party, though outlawed, reta:ms effectrve
orga.nization and-leadership and has an estimated. 190,000 members. fts
* strength is ‘concentrated in the: capital and the. stat.es of Sao Paulo and
Pernambuco, Its influence is particularly strong among port workers: and
is also felt among railroad work” rrangancse'mners, Social .and’.
sconoriic problems afford it oppo
disorders, -and sabotage. .

alrmflcant mt.erference with the »_p_\ .‘_duction of -
shlpment of beryl, castor beans, " em 5
quartaz® cryatal, apd sisal mist be: ons:tdered nosslblo, thoug, 2 such :mte
ference is 1ikely to be Sporad:.c and brlef in each case, ' _ :

T 14.., Uru:zuav. Commxmsts domnate the Montendao wool norkers" umon, g
which has recently interfered with the. export of wool through a slow-down =
strike of the highly skilled workers who grade wool for export. Although

the government can be expscted to prevent violent sabotage, a strike .based

ostensibly on labor. demands is not likely to be stopped imsediately, even in
war time. Therefoz'e, significant interference in the expox't. of wool is to

..be. expected,. but no. significant J.nterference is indlcated in- the productlon
and export of hides and skins, .




e

5. Arpentina, The Communist Party, although not Iarpe numerically,
has axvéerienced lceders and a fairly large number of Sympathiz efrs,
including the 85,000 Slavs who bslong -to.the Soviet-sponsored Union
Kalava {now legally dissclved). The Party“s strength is concentrated
in the city and prov:mce of Buenos Aires.. lthile its str;,nﬂth in the: labor
movement generally is not- grea‘t., the Party has s:tgnlficant mfluence arong, L
railway port, and reatepacking workers. ..The government can. be' txpected :
%o take forcaful action to halt or prevent extensive interfercride with
production and export through str:.kes and -sabotage. Nevertheless,
significant interference with the pmductlon and shipment of beef, hides,
and skins must be cons:uierad likelyo S . -




ENGLOSURE "G

, SOUTHURN AFRICA
(South of the Sahara)

1. Products des:.pna’ced. The products listed with respect to this . .
area are: . : - C

2. ’mem:' . LATEX, |
b. BRITISH WEST AFRICA: cocoa beans, COLUMBIUY, diamonds,.

mahogany, HANGANESE, palm oil,
tantalum, and TIN.

o ..2'0, . BELGIAN CONGO: ' COBALT COIanbium, copper, DIAmNDS’ AP
tm, URANIU a - -

d. SOUTH AFRICA: ASBESTOS, caaoum-;, conwnmﬂ, dla.monds,
S T - MANGANESE, uranium, vanadium, grease - ' - -
wo0l, skins and wattle bark. _

@, RHODESIA: - ASBESTOS, cnaonxm, copper, platinum,
e - and zinc. ,

K'IANITE, pyrethnnn flowers, SISAL
beryl, GRAPHITE HICA. .

ist capabil:.ties. . No eigm.ficant Commmlst. capab1
h the production or: shipment of thase commd:.tiea ‘exi
i '"‘,1ndicated.. R S I A

atlonalistic disturbances., There is some possibility that
nationalistic disturbances might interfere with production and shipment
in BRITISH WEST AFRICA and MADAGASCAR, Giren reasonable precautions,
horever, such disturbances could be limited in duration and effect..

- ln Planned sabotage, The possib lity of planned sabotage by agent’ .
dispatched on spacific. migslons cannot be excluded in the case of expecial
remmerative targetso Although the BELGIAN CONGO is notably wulnsrabdle in -
. this respect; since no effective border control exists between 1t and French - -
. Equatorial Africa, significant interference with product.iou and transport
- of listed commodities 'is not indicated.

=210
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ENCLOSURE "H"

THE MEDITERRANEAN AND NEAR EAST

1. Products deslgnated The products listed mith respect to this
area are: ' .

2. PORTUGAL, SPAIN, FRENCH NORTH AFRICA: cork.

b.  SARDINIA: tale.

So “TURKEY: ~ chromite, gum oﬁium.

Q; H}YPT' . extfa lbng stapié cotténo _ _
& jswm: ARABIA, KURAIT, BAHREm, QATAR' petroleum,
£, IRAQ: . petroleum. R
Bo IEAN;' pet.roleum..

B 26 Pm't‘.uga].g Spain, French North Africa, Cork .production -is rele-’
tively immune to interference. Sporadic eabotage in- port. areas is
- possibles : : R v

3. Sardinia._ commumst strenuth in Sardiniai. is: considerable.- ey
Moreover, Sardinia. has knovm sustainad-ﬂ-strikea _ccompanied by sabotag" °
) ‘Slg‘niflcant ‘interfer by :

5., _.g:gpja :There is social: unreet in Lgypt but no signiﬁ.cant
Comminist movement, Sporadic strikes and 3abotage are possible, but
no’ signlficant interference 13 1ikelyo ,

6, Sandi m'a.bi.aa Kuwait, Ba.hrein! Q&tar. No signiflcant inter- E :

" ference is indica.ted., ,
70. Iraa, COnsiderable di...affection and commmist. :mfluence exlst
in the pefroleum producing area. Security forces are probably adequate
to protect the main installations, but not field installations and pipe-=
lines, which are wvulnerable to sabotageo Signifzcant interference is
therefore indicated. . :

=1l =
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8. Iran,' If the USSR were to invade Iran, it would presumably
wish to capture the oil facilities intact. Its local fifth column, -
therefore, would be ‘employed, not to sabotage those facilities, but -
to prevent both production and sabotage, ' :

If Yran wers not to be invaded, there would be Commmnist-

instigated strikes and sabotage. Security forces, however, could
probably prevent significant local interference, - -

=12 =
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INCIOSURE I¢

INDIZ AND THE FAR FAST

1o Products designateds The products listed with respect to this
. avea apas R ' S

2 DDIA & BAST PAKISTAN: boryl, burlap, ljanite, jute,

TR | MANGANESE, MIQA, monasits, crude lac,

L chollac, es, and sking, =

bo CEVION: rbber, . e

| ge BURA, TIATLAD, MMAYA: rubber, tesk, and bin, =

4 DDONESIA: pain oil, pappor, petrolewm, quinine and
T R SRR ,quinidineg';mbber,~ and ting . ..o 3

@ CHIMA:' antimony, duck feathers, hog bristles, tin and

R tungsten, . - - . .

. fiber, and sisal,

- B PHILIPPINES: chromite, cocoantt ofl, mahogany, manils

~interfere with the producticn o
be abls to R0

"’1.35
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3. Ceylon., The Communista' capabilities for interference are limited
"to the Colombo port area, whsre they control approximately 35 percent of
‘organized labor, It is Lelieved, however, that this danger could be
contiolled except for the possibility of sporadic sabotage, - :

_ 4. Burma, Production and shipment are now cffectively .disrupted by
-~ . the armed inswrfection of Cormunists and other elements. Present
. - conditions, approaching anarchy, are likely to continue indefinitely.

. 5¢ Malaya. ' Althouch Communist terrorists have been active in Malaya
since July 1948, the output of rubber and tin have ws far been

. affected. Production of both these naterials, houwever) has been main- -
tained only at considerably cost, Prospectings for new sources of tin in
lalaya has virtually been halted as a result of terrorist ‘activities,
Terrorism-in lMalaya, although presently under control,: may vell increase. -

: as & result’ of developments in. China and Indochinas . In the event of war,

- Communist terrorists would intensify their activitiss. as o

 prizary objectives as rubber estates and tin minos; sie
" ferinz ‘with production and -shipment, . ' . "

- .. 6. Ihajlapd. If the Communists should gain ‘the. ascendancy in Indo-
. china and Burma, which now seems a definite possibility, the shipment of
. strategic materials from Theiland might be prevented by external and in-
- .Yernal Comminist pressure on the Thai Government. .If: i : '
- falled to produce that result, the Communists
.ab! significant interference with product:

n of terrorism similar to that in Mala:

Numerous strikes occurred during:ear]
workers and dockworkers. ‘.There has been some’
~activity in connection with these strikes, particula
~ Sumatra. Indonesian labor, homever, is not well orga

and the fluidity of the present situation permits no valid assessment of . -
+. 'the likelihood of future sabotage.  The output of- those products requiring =

. “a sizable, disciplined labor force (e.2.; petroleum products, tin, and . -

i ot i NN
ized ‘or disciplined

estate agricultural products) is, of course, more vulnerable to work’

U stoppaces than is the 'aut.put“’"frbin.‘:‘ﬁa’r;wié“:ag’i-“i‘éin?ﬁr_e';}??&ip??‘fﬁ ofemy Tl
' Indonesian products, moreover, could be effectively hindered by strikes

at the ports. Therefore, significant interference, for at least limited

-1 =
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- -periods, is to be anticipated in the’ produciioh' i;hd/or 'é‘dipﬁﬁéht' of Al1 .
. Indonesian products listed, - f ' S BT :

8. China, The production and marketing of strategic commodities
is a monopoly of the Chinese Communist government, and the capability
of denial to the US is absolute, In the event of war, it must be
presumed that Chinese policy would conform to' Soviet requirements and

 therefure that the US vould be unable to acquire Chinese strategic
‘commodities, ' : BT - R O LT

.. 9 The i’hilipbineéq ._ No sighi:fi(cgnt.- ¢ terrerc.ncels indicated,
althouch”there is a posaibility of sporadic sabotage. |

- intexrference with the operation =f railways ‘and ports through domination
. of coal mining, transportation, and dockworkers! labor unions. No sige
- nificant interfercnce with production is indicated axcept in the case -
- . of the principal lead-zinc properties, at Broken Hill, where the union
. 45 also Comminist-doninated.  Rank-and-file membership of these unions.
. is overwhelmingly non<Commnist » however, so that any work stoppages

or slowdowns would have to be justified in tercs of legitimate grievances
-+ in order to be sustained, L T e _ o .

10. Australia, Cocrmnist capabilities are 1imited prizarfly to |

11, New Caledonis,  Local interference is not indicated. The
-+ production of nickel matte, however;, is dependent .on' ¢oal: suprlies nor- |

ally recoived from Australia, which might be interfered mith,




